Ghosts and Demons: Undefined Behavior in C2Y (Status 2026-08-23)
N3957, Martin Uecker, Graz University of Technology, uecker@tugraz.at

This is a preliminary analysis of all UB in the core language listed as item 1 to 87, as 88 to 98 for the preprocessor, and
as items 99 to 221 for the standard library in Annex J.2 according to N3220 (corresponding to C23). The list also
includes some items which were not classified in Annex J.2 or are new in C2Y. The color in the left column has the
following meaning: Green are items which could be defined or made a constraint violation. For 45 items a change that
removes the UB was voted into C2Y as of 2026/08. Light green items require (type) checking across translation units
which is not currently done by most implementations. i items can be detected at runtime for existing code.

items refer to memory safety issues that are difficult or expensive to detect without breaking existing ABIs. Those will
require new annotations or an opt-in memory safety mode. are items that can be rules out by maintaining type
safety in an opt-in memory safety mode. The right column proposes solutions and lists related documents. The color
indicates where mainstream compilers alreadi i rovide a ii artial) implementation of well-defined safe behavior. On the

index it indicates - (proposed), EnENEREIE Rl f _, or work needed.

Undefined Behavior Status / Plan

Data race opt-in memory safety (lifetime)

/Access outside life-time opt-in memory safety (lifetime), Annex L
'Value of pointer outside life-time opt-in memory safety (lifetime)
(6.2.488 in N3685), (see #36)
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Undefined Behavior

Status / Plan
opt-in memory safety, Annex L, N3860

Sequencing of side effects

opt-in memory safety, Annex L, -
opt-in memory safety, Annex L, -

No object designated by — operator

related to #39 and effective types, N3740

Operand of * has invalid value: null pointer
Operand of * has invalid value: one-after

Operand of * has invalid value: not correctly aligned
Operand of * has invalid value: insufficient space

opt-in memory-safety
#44
Annex L. N3711, N3741 (strong support 2026/03)

OOB pointer arithmetic

constraint / trap, opt-in memory safety, Annex L

51

none

Indirection of one-after pointer

constraint / trap, opt-in memory safety

trap (implementation-defined?), WIP

Overlapping assignment

OOB FAM access or pointer arithmetic

Restrict, access rules
Restrict, assignment

Inconsistent _Noreturn (across TUs

nconsistency of alignment specifiers (across TUs)

Different alignment across TU

constraint in opt-in memory safety mode

(see #36), Annex L
(see #36)

constraint in opt-in memory safety mode
constraint?

6.7.13.783 (N3685), trap

linker constraint

linker constraint




Undefined Behavior Status / Plan

trap (GCC patch exists)
74  |Static in array parameter + opt-in memory safety (bounds), N3395

Call of function via unsequenced etc.

84 Unequal to one external definitions linker constraint
none 6.7.983 (N3685), constraint

[S{SEl- unction reaches } and return value is used constraint / trap N3483

88

89 preprocessor

90 preprocessor, N3710

92 preprocessor

94 preprocessor

96 preprocessor

98 preprocessor (see #27)
100 file with std name placed in standard include path preprocessor, out-of-scope
101 header ncluded i extenal defnidon ordecaraton

102 function, object, type, macro before inclusion of std header (see #27)
103 std header included while a macro is defined for keyword (see #27)
104 program declares library function without external linkage  (see #27)
105 declaration of reserved identifier not allowed by 7.4.3/4 (see #27)
106 removal of macro with underscore + capital or underscore  (see #27)

107 VA0 T GRS e
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109 #109, #113, #122, #124, #138 (also see #27)
111 constraint / implementation-defined

113 #109, #113, #122, #124, #138 (also see #27)
... (floating point environment / exceptions)

... (locale related)

122 #109, #113, #122, #124, #138 (also see #27)
123

124 #109, #113, #122, #124, #138 (also see #27)
125 Annex L

126 T S oy 1, Annes |
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Undefined Behavior Status / Plan

Longjmp / setjmp use of cached value Annex L

(signal handling)
Variadic function accesses args differently

Incorrect va_arg use

va_start / va_copy without va_end or vv

Annex L

Incorrect va_copy / va_start

syntax

(wording fix N3918, 2026/08)
syntax

(formatted 1/0)

Zero-sized allocation is used (malloc, ...)
Freed pointer value used
Invalid use of free (or realloc)

none stdc_rotate_{left,right} second argument N3593
..195 (stdlib.h)

..201 (string.h)

..207 (tgmath.h)

..213 (threads.h)

..215 (time.h)

..218 (wchar.h)

..221 (wctype.h)
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Appendix: Remaining UB in the Core Language (1-87)
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N3886

none
none

none
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Undefined Behavior

Declarations which are not compatible

Sequencing of side effects

No object designated by — operator
Operand of * has invalid value

OOB pointer arithmetic
Indirection of one-after pointer

Overlapping assignment
OOB FAM access or pointer arithmetic
Restrict, access rules

Restrict, assignment
across TUs)

Inconsistency of alignment specifiers across TUs

Different alignment across TU

Static in array parameter
Call of function via unsequenced etc.

Unequal to one external definitions
Function reaches } and return value is used




