6.CGP Real Time Timing  [CGP]

This vulnerability probably belongs in section 7 since 

6.CGP.0 Terminology

6.CGP.1 Description of Application Vulnerability

Real Time programming presents a significant challenge to program correctly, and has a large number of possible ways for failures to occur, quite a few known attack vectors, and many possible but undiscovered attack vectors. In particular, 

 This corruption can lead to resource corruption, premature program termination, livelock, or system corruption.

6.CGP.2 Cross References

6.CGP.3 Mechanism of Failure

6.CGP.4 Applicable Language Characteristics

The vulnerability is intended to be applicable to languages with the following characteristics:

6.CGP.5 Avoiding the Vulnerability or Mitigating its Effects

Software developers can avoid the vulnerability or mitigate its effects in the following ways.

6.CGP.6 Implications for Standardization

In future standardisation activities, the following items should be considered: 

