6.<x> XYM Insufficiently Protected Credentials

[This one, and a few others, are really application security problems. They should be put into a different template appropriate for their treatment and provided in a distinct clause of the TR. We should also mine them for proposals to be made to the language WGs and the API WGs for improved library capabilities.]
6.x.0 History and status

Pending (perhaps Clause 7)


2007-07-20, Edited by Jim Moore
2007-07-13, Edited by Larry Wagoner

6.<x>.1 Description of application vulnerability

This weakness occurs when the application transmits or stores authentication credentials and uses an insecure method that is susceptible to unauthorized interception and/or retrieval.

6.<x>.2 Cross reference

CWE: 

256. Plaintext Storage

257. Storing Passwords in a Recoverable Format

6.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
6.<x>.4 Mechanism of failure

Storing a password in plaintext may result in a system compromise.  Password management issues occur when a password is stored in plaintext in an application's properties or configuration file.  A programmer can attempt to remedy the password management problem by obscuring the password with an encoding function, such as base 64 encoding, but this effort does not adequately protect the password. Storing a plaintext password in a configuration file allows anyone who can read the file access to the password-protected resource.  Developers sometimes believe that they cannot defend the application from someone who has access to the configuration, but this attitude makes an attacker's job easier.  Good password management guidelines require that a password never be stored in plaintext.


The storage of passwords in a recoverable format makes them subject to password reuse attacks by malicious users. If a system administrator can recover the password directly or use a brute force search on the information available to him, he can use the password on other accounts.

The use of recoverable passwords significantly increases the chance that passwords will be used maliciously. In fact, it should be noted that recoverable encrypted passwords provide no significant benefit over plain-text passwords since they are subject not only to reuse by malicious attackers but also by malicious insiders.

6.<x>.5 Possible ways to avoid the vulnerability

Avoid storing passwords in easily accessible locations.

Never store a password in plaintext.

Ensure that strong, non-reversible encryption is used to protect stored passwords.

Consider storing cryptographic hashes of passwords as an alternative to storing in plaintext.

6.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
6.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 

