7.12
XZQ Unquoted Search Path or Element

7.12.0
Status and history

OK: No one is assigned
2007-12-15, status noted, Jim Moore
2007-08-04, Edited by Benito

2007-07-30, Edited by Larry Wagoner

2007-07-20, Edited by Jim Moore

2007-07-13, Edited by Larry Wagoner

7.12.1
Description of application vulnerability

Strings injected into a software system that are not quoted can permit an attacker to execute arbitrary commands. 

7.12.2
Cross reference

CWE: 

428. Unquoted Search Path or Element

7.12.3
Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
7.12.4
Mechanism of failure

The mechanism of failure stems from missing quoting of strings injected into a software system.  By allowing whitespaces in identifiers, an attacker could potentially execute arbitrary commands.  This vulnerability covers "C:\Program Files" and space-in-search-path issues.  Theoretically this could apply to other operating systems besides Windows, especially those that make it easy for spaces to be in files or folders.

7.12.5
Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
· Software should quote the input data that can be potentially executed on a system.

7.12.6
Implications for standardization

<Recommendations for other working groups will be recorded here. For example, we might record suggestions for changes to language standards or API standards.>

7.12.7
Bibliography
<Insert numbered references for other documents cited in your description. These will eventually be collected into an overall bibliography for the TR. So, please make the references complete. Someone will eventually have to reformat the references into an ISO-required format, so please err on the side of providing too much information rather than too little. Here [1] is an example of a reference:

[1] Greg Hoglund, Gary McGraw, Exploiting Software: How to Break Code, ISBN-0-201-78695-8, Pearson Education, Boston, MA, 2004

