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6.18 Dead Store [WXQ]

6.18.1 Description of application vulnerability

A variable's value is assigned but never subsequently used,
either because the variable is not referenced again, or
because a second value is assigned before the first is
used. This may suggest that the design has been
incompletely or inaccurately implemented, i.e. a value has
been created and then 'forgotten about’.

[proposed additional paragraph]

In C and C++, a _volatile_variable is always assumed
to be "subsequently used", because storing to such variables
may have side effects unknown to the implementation.

[existing]

6.19 Unused Variable [YZS]

6.19.1 Description of application vulnerability

A variable is declared but neither read nor written in

the program, making it an unused variable. This type of error
suggests that the design has been incompletely or
inaccurately implemented.

Unused variables by themselves are innocuous, but can

combine with other vulnerabilities such as index bounds
errors or buffer overflows to mask errors or provide

hidden channels.

[no corresponding change is needed in YZS, because
"neither read nor written" applies equally to
volatile and non-volatile variables]
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