Skeleton template for use in proposing vulnerabilities

	8.<x> Common Special Element Manipulations

8.<x>.1 Description of application vulnerability

Multiple leading/internal/trailing special elements injected into an application through input can be used to compromise a system. as data is parsed, improperly handled multiple leading special elements may cause the process to take unexpected actions that result in an attack.

8.<x>.2 Cross reference

CWE: 

161. Multiple Leading Special Elements
163. Multiple Trailing Special Elements
165. Multiple Internal Special Elements
166. Missing Special Element
167. Extra Special Element
168. Inconsistent Special Elements
8.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
8.<x>.4 Mechanism of failure

The software does not respond properly when an expected special element (character or reserved word) is missing, an extra unexpected special element (character or reserved word) is used or an inconsistency exists between two or more special characters or reserved words, e.g. if paired characters appear in the wrong order, or if the special characters are not properly nested. 

8.<x>.5 Possible ways to avoid the vulnerability

Developers should anticipate that special elements will be injected/removed/manipulated in the input vectors of their software system. Use an appropriate combination of black lists and white lists to ensure only valid, expected and appropriate input is processed by the system.

8.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
8.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 


