Skeleton template for use in proposing vulnerabilities

	8.<x> User Interface Inconsistency

8.<x>.1 Description of application vulnerability

A user interface - whether a GUI or not - behaves inconsistently with respect to the operations that are actually performed on the system, e.g. checking a security option does nothing, or the user tells the interface to "restrict ALL" when it is implemented as "restrict SOME". 

8.<x>.2 Cross reference

CWE:
446. User Interface Inconsistency

8.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
8.<x>.4 Mechanism of failure

A UI function for a security feature appears to be supported and gives feedback to the user that suggests that it is supported, but the underlying functionality is not implemented.

A UI function is obsolete and the product does not warn the user.

8.<x>.5 Possible ways to avoid the vulnerability

Verification that UI functions that are selected and indicated to the user that they have been accomplished should be made.  Reporting to a user that a functionality has been completed should not occur until after the functionality has actually been completed.

8.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
8.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 

	


