Skeleton template for use in proposing vulnerabilities

	8.<x> Server-Side Includes (SSI) Injection

8.<x>.1 Description of application vulnerability

The software allows inputs to be fed directly into an output file that is later processed as code, e.g. a library file or template.
A web product allows the injection of sequences that cause the server to treat as server-side includes. 

8.<x>.2 Cross reference

CWE: 

97. Server-Side Includes (SSI) Injection
8.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
8.<x>.4 Mechanism of failure

This can be resultant from XSS/HTML injection because the same special characters can be involved. However, this is server-side code execution, not client-side. 

8.<x>.5 Possible ways to avoid the vulnerability

Assume all input is malicious. Use an appropriate combination of black lists and white lists to ensure only valid and expected input is processed by the system. 

8.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
8.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 


