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1 Added reasons why sequential consistencyis required for interlocked operations.
1 Added Examples 3.3.6 through 3.3.9 to affirm that interlocked operations must be sequentially consistent.

9 Strengthened R3 to disallow elimination of interlocked reads or writes. In particular, we disallow empty lock el i-
sion (see 3.3.4).

9 Added Lamport quote in 1.6 to strengthen motivation.
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Open questions:
9 Is SC for interlocked operations efficiently achievable, specifically on PPC?

1 In a race on variable x, what is undefined/unspecified: The value of x, or the whole program? Consider that a
race could produce a wild branch (e.g., the race is on the construction of an object so that another thread sees an
invalid vtable, or the race is on a pointer to function). Can this be prevented?

Thanks! 8 Herb

Acknowledgments

Special thanks toHans Boehm, David Callahan, and Jim Hogg for their extensive helpful input and reviews of drafts of this paper as
it evolved. We would also like to thank the following other people and organizations who have graciously provided input and
insights in the form of draft reviews and/or hallway and email discussion, all of which has improved the quality of this doc ument.

Internally at Microsoft: Outside Microsoft :
1 Developer Division : Carol Eidt, Kevin Frei, Kang Su Gatlin, Vinod 1 AMD : Erich Boleyn, David Christie, Alex Dreysen, Mark Santaniello.
Grover, Phil Lucido, Burton Smith. ' ARM: Richard Grisenthwaite, James McNiven, Andrew Sloss.
| Microsoft Research: Tim Harris, Leslie Lamport, David Tarditi, Yuan I Google: Lawrence Crowl.
Yu. {| IBM: Brad Frey, Bill Hay, Paul McKenney, Vijay Saraswat, Raul Silve-
T Windows: Neill Clift, Jonathan Morr ison. ra, Bill Starke, Michael Wong.
i SQL: Slava Oks, Soner Terek. I Intel: Jim Cownie, Andy Glew, Timothy Mattson, Clark Nelson, Ravi
{1 Live: Chris Brumme. Rajwar, Arch Robison.

' Sun: Terrence Miller.

I Research Sarita Adve, Doug Lea, Nick Maclaren, Jeremy Mazner, Bill
Pugh

I ISO C++ participants: Peter Dimov, Nathan Myers, Jerry Schwarz,
Bill Seymour.



2 Prism 0.9.4
Contents
1 Overview 3
1.1 Motivation 3
1.2 The Elevator Speech Paragraph 4
1.3 Model Scope and Components 4
1.4 Program vs. Hardware Focus 4
1.5 Uniform Treatment of Software and Hardware Optimizations 5
1.6 Sequential Consistency For Correctly Synchronized Programs 5
1.7 Global vs. Message Visibility 6
2 Model 7
2.1 Principles 7
2.2 Rules 8
3 Examples 13
3.1 Ordinary Reads and Writes 13
3.2 Loops Containing Only Ordinary Reads and Writes 16
3.3 Interlocked Reads and Writes 21
3.4 Publishing Idioms 24
3.5 Causality 26
3.6 Transactional Memory 27
37Arvindds Exampl es 30
38[JSR133 2004]6s Exampl es 32
3.9 Selected Language Semantics 33
4 Discussion 35
4.1 Compatibility 35
4.2 Guarantees In the Presence of Races 35
4.3 Finer Granularity 37
5 Related Work 38
5.1 Lamport Happens -Before [Lamport 1978] 38
5.2 Java 5 Memory Model [JSR133 2004] 39
5.3 Visual Studio 2005 Managed Memory Model [Hogg 2005, Morrison 2005a] 40

6 References

42



Prism 0.9.4 3

1 Overview

1.1 Motivation

A multiprocessing system on a single computer involves problems similar to those of a distributed
system because of the unpredictable order in which ceatsile nt s can occur . é
that problems often arise because people are not fully aware of this fact and i&iamglic

fi [Lamport 1978]

Chip [and compilerflesigners are under so much pressure to delivesfaser CPUs [and opt
mizationsjthat t heydl | ri sk changing the meandeng of
to make it run fastei [Sutter 2005]

| personally believe that for mainstream computing, weak memory models will never catch on with
human developers. Human productiviand software reliability are more important than the i
crement of performance and lsog these models provid&. [Brumme 2003]

The purpose of this paper is to specify a single memory model for all native code on Microsoft platforms,
including the source code, compilers and tools, and supported hardware platforms for Windows XP/Vista

(client and server), Windows Live, Windows Mobile (Smartphone and Pocket PC) and Xbox. Henceforth,
native source code will rely only on the guarantees of this model, and compilers will emit instructions and

We ha\y

your

barriers as necessary to ensure the madad Ibisintendedr ant ees

that the .NET managed memory model be implementable in terms of this underl ying native code model.

A memory modallescribes (a) how memory reads and writes may beexecutedy a processaelative to their
program order, and (b) how writes by one processormay lecomevisible to other processoBoth aspects d-
fect the valid optimizations that can be performed by compiler s, physical processors,and caches,and
therefore a key role of the memory model is to define the tradeoff between programmability (stronger
guarantees for programmers) and performance (greater flexibility for reordering program memory oper a-
tions).

In the past, Microsoft has had no well-specified memory model for native code ; the model has been
whatever the particular combination of compiler(s) and run -time hardware happened to do, which is at
best unreliable and nonportable. The result has beenthat teams write code that contains latent bugs (in-
cluding potential security vulnerabilities) and/or explicit special -purpose cases for different hardware
which increases testing and porting costs. Similar problems have been encountered andat least partly
addressed for managed codein .NET [Hogg 2005, Morrison 2005, Morrison 2005a] and Java[Pugh 2000,
JSR133 2004. Note that today programmers cannot consistently write correct lock -based code when
compiler optimizations invent writes that do not appear in the source code and so cannot be correctly
locked by the programmer (see Example 3.2.7).

This paper proposes amemory model for all Microsoft native code , including source code, compilers and
tools, and hardware platforms, that we believe corrects some fundamental problems, notably that today
we do not have sufficient guarantees to write correct lock-based code,and achievestwo key goals: (1) It is
easy to understand for programmers, and equivalent to sequential consistency for race-free code. (2) It is

easy to pecify clearly for implementers, and allows greater optimization flexibility thancu rrentd st r ong 6

models. In particular, a primary goal is to allow wide (but not maximum) latitude for local optimiz ations
without global knowledge of the complete program.
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There are many well-considered memory models available in the literature and in working implement a-
tions. This section describes the approach we chose for this paper and how it differs from other ap-
proaches. Seealso 85 for comparisons between this paper and specific related work.

1.2 The Elevator Speech Paragraph

The primary goals of this paper are (1) to support a simple and teachable programming mp@@&lthat allow s
wide (but not naximum) latitude for bcal optimizationghat can be performed wit hout global knowledge of
the complete program, and (3) that is the same acrossall Microsoft native platforntargess (including tools
and hardware). The approach is to guarantee sequential consistencyfor correctly synchronized programs,
which means sequential consistencyat checkpoints marked by s p e c iinedlockéd® pperations, includ-
ing locks and transaction boundaries in a transactional memory system.

1.3 Model Scope and Components

We consider a program that is compiled and executed on
one or more processors sharing a single uriform memory.
The memory model focuses onthe following:

program source code ordering

e.q., register allocation,
CSE, software TM

SW: compiler/JIT
transformations

i e.q., overlapping writes,
HW1: processor prefetch, speculation,
transformations hardware TM

HW2: caching e.q., store buffering,
behaviors private shared caches

9 Program order: Reads and writes of program objects
specified in program source code.

1 Observed execution order : Reads and writes of ac-
tual memory locations in the shared memory , as d-
served by any entity that can access the shared
memory . actual execution ordering

9 Transformations from program order to observed
execution order: Transformation's that the interme- ~ Figure 1: Common sources of transformations
diate layers shown in Figure 1 are and are not d-
lowed to perform, individually and in combination.

The memory model abstracts away the effects ofintermediate implementation details of a given execu-
tion environment, such as NUMA architectures and cache structures.Compilers are required to maintain
correct semantics for a given target processor by emitting the necessary instructions for that processor,
including processor -specific memory ordering operations (e.g., load-with -acquire, fences).

1.4 Program vs. Hardware Focus

We believe that reasming should start with the program, not with the hardware. This paper takes the
approach of first coming up with a clear programming model based on simple abstractions and then
trying to specify the memory model in a way that permits implementations wide optimiz ~ ation latitude.

In particular, we believe that programming models that require pr ogrammers to know why and how to
write explicit fences or barriers have proven too difficu It for even expert programmers to use reliably, in
part because they require great care at every one of (unbounded) points of use of a lock-free variable,
rather than only at the (single) point of declaration of the variable . See for example [Win32prg 20086,
which arose independently while we were writing this paper, as one current example of how even expe-
rienced programmers routinely encounter difficulty reasoning about even full fences, which are the sim-
plest variety of barrier.

The memory models in academic literature and commercial implementations are largely hardware-
centric, not program mer-centric. Most papers begin with a list of specific optimizations they want to al-

low in the processor, cache, and other hardware, and then describevarious 0 e sc apeh éaad by

whi

ct
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programmers can constraint he har dwar &d gpt dutaof specificdeffects in specific ways. For
example, [Adve 1995] Figure 8 lists avariety of such escape hatchesn commercial systems, ranging from
many flavors of explicit fences and memory barriers to special serialization instructions that require co m-
pilers to insert otherwise-redundant reads and writes in baroque ways to preserve intended program
semantics. Not only are these escape hatchesnconsistent and incompatible across platforms, but more
seriously they have proven to be too difficult for even expert programmers to use reliably in practice, and
so we do not consider such low-level mechanisms to be viable operations to exposein a programming
model. (We also believe thatstarting with an explicit list of known optimizations may actually constrain,
not enable, hardware optimization opportunities, because hardwiring current techniques into the mem o-
ry model is sometimes doneat the expense of flexbility for future ideas.)

1.5 Uniform Treatment of Software and Hardware Optimizations

We believe memory transformations at all of the levels shown in Figure 1 should be treated uniformly,
because the levels are indistinguishable to the programmer. For example, successivereads from a varia-
ble x could be eliminated at level SW (e.g.,by a compiler loading the value of x into a register) or at level
HW2 (e.g., by loading the value of x into a processorlocal cachg, and becausethey have the same effect
we conclude that for any given caseif one is allowed then the other has to beallowed . Similarly, succes-
sive writes to different variables could be reordered at level SW by the campiler or at level HW1 by the
processor, and again in any given case if one is allowedthen the other has to be dlowed.

Therefore, we will consider only program reads and writes and how they may be transformed to ex-
ecuted reads and writes of shared memory as doserved by any entity that can access the shared memory
In practice, the only thing that matters to the programmer is that the system behaves as though: (a) the
order in which memory operations are actually executed is equivalent to some sequential execution ac-
cording to program source order; and (b) each write is visible to all processors at the same time This pa-
per therefore focuses only on how to maintain that illusion, and does not mention specific caching strate-
gies, barriers, etc.,and thereby we also atempt to avoid overspecifying and ov erconstraining the allowed
optimizations at all of these levels. Compilers conforming to this memory model are required to perform
appropriate code generation to emit any hardware -specific instructions or directives required for correct
execution on a particular architecture.

1.6 Sequential Consistency For Correctly Synchronized Programs

My 30 years of experience reasoning about and specifyitgnsy has shown that the only way to
understand any nottrivial system is as a state machine. (If anyone doubts filibel happy toe-

late war stories.) B current memory models are not specified as state machines. Instead, they are
specified as axns on executiondlo one can read a set of axioms about executions and have any
idea what they entail. So, current memory models are essentially imposgilniéetstand.The

best one can hope for from them is that someone will provide a standard set of instasction s
guences to do a set of standard tagismarily, to implement locks and a standard way of wi

ing programs that will cause them to act like a sienptate machine. For shareafiable po-
gramming, this means providing a way of writing programs that act as if memory is sequentially
consstent.

If the hardware doe@provide that, then we will have to devise a new class of programmming la
guageB probally at the machine level as wéil. [Lamport 2006]

If you have an acquire or release inside the body of a transaction [or, critical section], you should
be very suspicious about the correctness of your @o@®mith 2007]
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Fundamentally, programmers assume sequential consistencySC) [Lamport 1979], where each processor
executes its memory operations in program order , and only one processor at a timeexecutes an operation

on the monolithic shared memory. Two consequences are that: (a) each memory operation ecomes n-

stantaneously visible to all processors, and (b) in any execution, memory operations executed by different

processors are interleaved

Interlocked variables are for communication, and you can create deadlocks by moving commun ication

into a critical section. Foll owing Smitho6s o bnsaequire artralease insife thet bedy
of any critical section is suspicious. But at the memory model level a critical section is delimited by a pair

of acquire/release operations, so it is in general unsafe (unless statically proved otherwise for a specific
case) tomove any acquire or releaseoperation past another because that could move one or both of them
into a critical section. If it& dangerous enough in general for the programmer to write an acquire or re-
lease inside a critical section,it&® worse for an automatic transformation to move one there that the pro-
grammer cand see or reason about.Of course, saying that an acquire or release operation may not move
past another acquire or release operdion is just another way of saying they have to be sequentially con-
sistent.

This memory model is designed to preserve the expected sequentially consistent behavior for correctly

above,

synchronized programs. (This approach is similar to models like DRFO. [Adve 1990) I n par tireul ar ,
rectly synchronizeddé means t hat every mutabl@cmwbject t

rectly protected by a lock (or, in a transactional memory system, by an atomic block); or else (b) declared
asinterlocked (similar to volatile in Java, .NET, and Visual C++; we deliberately use a different term herein
to avoid confusion with other naming issues) . For a discussion of guarantees in the presence of races, see
84.2

1.7 Global vs. Message Visibility

This memory model does not make the assumption that writes are globally visible to all processors simul-
taneously, because we want this memory model to be applicable to clusters and other messagebased
environments. Therefore this model permits writes to be treated as asynchronous messagesas long as this
is done without violating sequential consistency and Rule R6. (Other models, including the managed
memory model, rely on simultaneous global visibility of writes in order to guarantee causality for Exam-
ples 3.5.1to 3.5.3 which in this model are instead preserved by R6 instead of requiring global vis ibility .)

¢
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2 Model

2.1 Principles

The intent of this memory model i s t o enabl e a simple stat eiblythat of t

developers can understand and use to reason reliably about the meaning of their programs, supported by
an underlying model that is easy to specify clearly and implement correctly at all levels and that allows
for local optimizations without global knowledge of the whole program.

2.1.1 Correctness

But I al so knew, and forgot, Hoareds dictum
progranming. i [Knuth 1989]

It is far easier to make a correct program fast than it is to make a fast program @oWectous
The principal questioni s : h a&tWw do we t e a c hTheanswer haa to beesimple? \W/e popose:

Principle P1: Enable a teachable programming model . The programmer shall ensure that
every object that is simultaneously visible to multiple threads and mutable is either: (a) cor-
rectly protected by a lock (e.g., manipulated while holding a traditional lock, or within an
atomic block in a transactional memory system); or else (b) declared as interlocked with
atomic, read-acquire, write -release and program -order semantics. If these conditions are met,
any execution shall be sequentially consistent with no races

A programmer who follows P1 does not need to know anything further about this memory model, and
can stop reading here. We believe that programming models more complex than P1 (e.g., requiring expl i-
cit fences) have been proven in practice to be too difficult for even experienced systems programmers to
use reliably. Even with this simple model , the vast majority of pr ogrammers should use only part (a).

Principle P2: Enable a simple specification . The memory model shall be built on the inter-
locked write as the key primitive that acts as a checkpoint to guaranteea set of ordinary
writes shall become visible to another thread or processor that perform s a corresponding in-
terlocked read. An interlocked read or write can be used drectly on an interlocked program
object, or indirectly by acquiring or releasing a lock.

Informally, an interlocked read enters a critical region, and an interlocked write exits a critical region;
reads and writes can move into, but not out of, the region. A write event of interest is either a single inter-
locked write or a group of ordinary writes made visible by the next interlocked write by the same obsew-
er in program order , and the memory model guarantees sequential consistency for all write eventsin a
correctly synchronized program while allowing wide latitude for local optimization with in a group.

2.1.2 Causality

The concept of time is fundamental to our way of thinking. It is derived from the more lpasic co
cept of the order in which events ocdur[Lamport 1978]

The physical universe is an orderly system of events and observersbased on causlity, and causality is
necessaryfor a system that humans can reason aboutreliably . In particular , in the physical universe:

Principle P3: Causality. An event is an individual interlocked read or write, or a batch of o r-
dinary reads and writes performed by the same observer between successive interlocked
writes. An observer shall not observe an event before any other event that causally precedes

t hat

he

p
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it (its cause or potential cause).All observers shall observe cawsally related events in the same
order. Only in a race, an observer may observe a distorted batch whose writes appear to be
performed in a different order than in a sequentially consistent exec ution.

Even though relativistic and quantum effects introduce strange complications, they do not violate these
simple guarantees. For example, time dilation can causedifferent observers to observe causally related
events as happening at different times and speeds, but observers can never observe causally related
events as happening in different orders. There isreordering latitude: Different o bservers can, and routine-
ly do, observe causally unrelated events in different orders. Further, events have reordering restrictions
only with respect to observers and frames of reference that can observe themand 0 p r i vuaobserded
events may experience an uncertainty that does not affect causality.Finally, i n some situations (e.g., lens-
ing), an event can be observed with limited local distortion that is different for different obser vers.

These ideas apply directly to shared-memory computing , which likewise is a system of events and obsew-
ers, where some memory events are private and some are causally related to other events Only in races,
incomplete events can be observed with limited local distortion (for detailed discu ssion of this design
point, see &.2).

This memory model deriv esfrom the basic principles P1-P3, and like the physical universe it allows cau-
sally related events (writes) to become visible to different observers at different times but not in diffe rent
orders, and even in races events may be distorted but not have values that never existed

2.2 Rules

2.2.1 Correctness
First, we agiefféi fareada-fleeprograms:

Rule R1: As if. In a program that does not contain a race any transformation that does not
change the pr ogcaanotbhesdetected gy the mogramisivalid.

Informally, if no valid program that relies only on the guarantees set out in this memory model can tell
the difference, then there is no difference. For example, optimizers can eliminate unreachable code (code
that is never executed) and dead code (ordinary writes that are never read by any observer, including
that the write is not read by any pr ogram thread, not read by any other process via shared memory, not
part of memory -mapped I/O, etc. ).

Note that in this paper we do not consider reads and writes of unshared memory loca tions, which corres-
pond to physical events that cannot be observed by other observers these may be reordered subject to
normal sequential optimization constraints (notably R1 applied to sequential code, including that sequen-
tial data and control dependencies are satisfied).

2.2.2 Ordinary and Interlocked Operations

A programalways refers to the program source code. A bitfield is a variable that is explicitly specified in
the program to be represented in memory using a specific humber of bits. An object (or, equivalently,
variablg is a single type instancedeclared in the program that is not a bitfield, or any sequence of bitfields
declared contiguously in the program . Informally, an object is any single object or variable expressed in
the source code, except that adjacent bitfields are consiered to be a single object. An interlocked objectis
an object that is specially designated as sub by the programmer. A programread orwrite is a write that
appears in the program and is performed on a specific object.
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An observeiis a sequantial portion of a program (e.g., a thread) whose program reads and writes have a

total ordering accordingtothe pr ogr a moé s ! Isfamatlycan obsavvdras.a piece of sequential
code with a single consistent frame of reference2 A shared objeds an object that is declaredinterlocked or

that can be the target of program reads or writes performed by more than one observer; conservatively,

every object is considered shared unless itis not interlocked and can be proved to be accessible to only
one observer (e.g., through languagespecific programmer annotations, or through escape analysis or
other deduction).

A memory locatioris an atomically updatable region of memory . A shared memory locatias a memory
location that is visible to more than one observer. Every object is stored in one or more memory locations,
and no memory location stores any parts oftwo different objects.

An interlocked memory locations a memory location that is used to store an interlocked object. An inter-
locked read or wite is a read or write of an interlocked memory location, and is generated from a single
program read or write o f an interlocked object. Per P1, we require:

Rule R2 (=P1.b): Interlocked atomicity . An inte rlocked object is storedin exactly one shared
memory location . Corollaries: Every interlocked read and write is atomic. An interlocked ob-
ject is suitable for use with atomic operations including compare -and-swap (a_ca$ and ex-
change @_swap.

An ordinary read orwrite is aread or write of a non-interlocked shared memory location, and is generated

from a single program read or write of a shared object. A batchof ordinary reads and writes is a sequence

of ordinary reads and/or writes executed by the same observerbetween two successiveintervening inter-

locked writes in program order . Every batch shall be finite, followed by either the next interlocked oper a-

tonorthe end of that observerds execution; in @ensisi cul ar,
assumed to be fnite (see Example3.2.7).

We require that interlocked reads and writes behave as though eachinterlocked operation directly ac-
cesses main memory, andsupports the requirements of PL:

Rule R3 (=P1): Interlocked reads and writes . Interlocked reads and writes by the same -
server shall be executed in program order and shall not be eliminated. An interlocked read
shall be executed before all ordinary reads and writes by the same observer that follow it in
program order ( 0a dmiotérlocked svitenshall tbé execudeyl after all reads
and writes by the sameobs er ver t hat precede itsamamtriogg@)m order

A lockis used to ensure mutual exclusion to a set of shared objects. In this paper, a lock refers to either a
traditional lock acquired and released explicitly by the programmer, or to a system -generated lock sur-
rounding critical regions that are acquired and released automatically in a transactional memory system
(e.g., to implement begin, commit, retry, and rollback oper ations; see also Examples3.6.1and 3.6.2. A
lock can beheld by a single observer at a time an observerholdsa lock after acquiring it until releasing it.

A lock acquireoperation blocks indefinitely until the observer successfully acquires the lock, and a lock
try -acquireoperation returns without blocking indefini tely and reports whether or not the lock was suc-
cessfully acquired. A lock can be releasedy the observer that acquired it, after which another observer

1 Examples: A thread is an observer. Any subset of the code in the same thread is an observer. The set of all fibers on a
thread is an observer because the fibers are scheduled cooperatively during any interval wherein the set of fibers sha ring
the thread does not change due to migration of a fiber from or to another thread). An individual fiber is an o bserver.

2The term Oobserverdé does not i niipbyyefinittog it can. We allapetlsis temoftomthe r f or m wr
domain of physics as a neutral term for generality, in order to avoid implying that it is necessarily a thread, a fiber, a
process, or any other particular system-specific entity.
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can acquire the lock. Lock implementations are permitted to select among different semantics compatible
with the foregoing; in particular, a given type of lock may or may not permit nested acquisition of the
same lock by an observer who already holds it, and if so then a release may release only the last acquis
tion or all existing acquisitions. Per P2, werequire:

Rule R4 (=P2): Interlocked locks. Each lock is implemented using a distinct interlocked con-

trol variable. A lock acquire or try -acquire operation performs an interlocked read on the

|l ockds contr ol release operation performé anlinteddcked write on  t he | ockd s
control variable.

Note that acquiring a lock is required to perform only an interlocked read, although impl ementations will
typically also perform a write (not necessarily interlocked).

The programmer cannot apply P1 and write the correct synchronization if he does not control all writes
to shared variables. Therefore P1 implies that the system cannot invent writes to shared variables. Fu-
ther, programming languages must also be able to create additional data, such as vptrs, that are as®-
ciated with pr ogram-declared objects, but the programmer cannot perform correct locking if he is not able
to see where all writes to the conceptual object (including additional hidden data) can occur. Therefore
we require:

Rule R5 (=P1): Translating program writes. Every ordinary or interlocked write shall corre s-

pond to a valid program write , such that the set of all such program writes is possible in

some execution wherein all writes by the same observer are executed in program order. A

program write to a shared object s shall not result in executing ordinary or interlocked writes

to any memory location holding a program object other than s. If the system creates a hidden
shared object h associated with a specific a shared program objects, then h is part of s, a read

(or write) of a memory location holding a part of h can be generated adjacent to a read (or
write) of a memory location holding a part of s, and reads and writes of h must obey all rules

pertaining to reads and writes of s (including interlocke dness).

The second sentenceof R5 implies that: (a) a program write to an object a may not create an ordinary or
interlocked write to the bits of any other object b (see Example3.1.2); and (b) an ordinary or interlocked
read or write cannot be invented to a memory location where there exists no valid program read or write
to that location (see Example 3.2.1 and see also Exampls 3.2.4through 3.2.8.

The third sentence implies that: (c) h is interlocked if and only if sis interlocked; and (d) the system may
not create a read or write of h where no program read or write of sappears. Once createdthese reads and
writes of h can be readered subject to R3 and R4.

2.2.3 Causality

For the purpose of P3, an eventof interest is an individual interlocked read, or a (possibly empty) batch of
ordinary reads and writes and its immediately following interlocked write . An event a is obseredby the
observer that perform s a immediately upon completion of a, and by a different observer when the val-
ue(s) written by a are available to be read by that observer. Note that in a correctly synchronized pr ogram
all writes p erformed in the same event become visible atomically with respect to another observer.

We define a causallyprecedeselation * to define a partial ordering of events according to which events
could causally affect other events. The relation € on the events of aprogram execution is the smallest
relation satisfying the following conditions: (1) For eventsa and b performed by the same observer, if a
precedesb in program order then a-< b. (2) For eventsa and b, if b observesathen a-< b. (3) For events
E={ e ... ey } that write different values to the samememory location m, and an observer o that observes
all events in Eand then in program o rder reads m, if o reads the value written by e then {Ed e}~ e (4)
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For events a and b, if some observer performs a and then observesb,thena~* b. (5 Ifa* bandb < ¢
thena < c.

Two events a and b are causallyrelatedif and only if a<* b or b * a; otherwise, they are cawsally unrelated
(alternatively, independenor concurren). Note that a # a for any event a. Therefore - is an irreflexive

partial ordering on the set of events in the pr ogram.

Note: Other work define s relations that are closely related to causallyprecedess defined above. For &-
ample, [Lamport 1978], [Adve 1990], [Manson 2005], and [Arvind 2006] define similar happens-before
relations for Lamport clocks , the DRFO memory model, the happens-before relation for the Java memory
model, and the is-before relation for serializability and store atomicity, respectively. See & of this paper
for a discussion of differences with other form ulations.

We can now adopt P3directly asan additional rule that further constrain s the reordering and vis ibility of
events:

Rule R6 (=P3): Causality. An eventis an individual interlocked read, or a (possibly empty)
batch of ordinary reads and writes and the immediately following interlocked write all ~ per-
formed by the same observer. An observer shall not observe an event before any other event
that causally precedes it (its cause or potential cause)All observers shall observe causally re-
lated events in the order defined by £ .When an observer executesa read of a memory loca-
tion, the result is the value written by the event most recently observed that included a write
to that location. Only in a race, an observer may observe a distorted batch whose writes g-
pear to be performed in a different order than in a sequentially consistent execution.

A raceexists on a shared objects when there are two causally unrelated events a and b where a performs
an ordinary write to sand b performs aread or writeof sOnl'y in a race, an observer
teari ng. 6

Finally, p er P1a, the only rule that places a requirement on the programmer is that the programmer elim-
inate racesusing locks (or, alternatively, by designating a shared object tobe interlocked):

Rule R7 (=P1.a) Correct locking and race-freedom . For every noninterlocked shared objects
and any two events a and b, if a perform s an ordinary write to any part of sand b performs
an ordinary read or ordinary write of any part of s, then the programmer shall ensure that ad s
andbds r eads auBgdre pgnfoimedveile didlding a lock (a traditional lock or an
atomic{} block) so that either a<* borb < a

Note that, because no other rule prevents it, by Rule 1 an implementation is permitted to freely apply
local optimizations that reorder, create, and remove ordinary reads and writes performed by the same
observer, subject only to the constraints that they not move ahead of an interlocked read, move after an
interlocked write, or violate normal sequential data and control dependencies. Global knowledge of the
whole program and other threads is not required to perform such o ptimizations.

2.2.4 Language Semantics

Programming | anguages do not always precisely define the exactordering of memory operations on pr o-
gram variables. For example, this often arises when a single expression in the language automatically
generates multiple calls to other functions. Where languages do permit latitude, the compiler must trans-
late the program as conservatively as possible to avoid performing an interlocked read later, or an inter-
locked write earlier, than necessary. (See also Example3.9.1)

Rule R8: Conservative in terpretation of | anguage semantics. Given a set M of memory op-
erations performed by the same observer that corresponds to a particular program expression
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or statement, where the programming language permits latitude in compiler translation of
the ordering of operations in M: The compiler shall translate the program so that every inter-
locked read in M precedes all possible ordinary reads and writes in M, and every interlocked

write in M follow s all possible ordinary reads and writes in M, to the extent permitted by
language semantics
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3 Examples

In these examples, unless otherwise noted, all initial values are 0, all variables whose names start with r
are unshared (representing unshared memory locations, e.g., in local variables, registers, and caches), and
all other variables are ordinary shared variables (not interlocked) . Where possible, we mention the source
where we first encountered the example.

3.1 Ordinary Reads and Writes

3.1.1 Basic Reordering
This example was supplied by Kang Su Gatlin.

Consider the following code, where initially x =y = 0 and threads T1 and T2 are the only observers ma-
nipulating x andy:

/I t hread T1 /I thread T2
x=1; /I a ifly==1) /l c
y=1; Il b -X; /ld

This code contains a racebecause bothx and y can be concurrently read and written and there is no syn-
chronization. How the race can manifest for y is obvious; it can manifest for x because linesa and b can be
reordered.

Incidentally, note that even if x and y have type int, the programmer cannot rely on program write s to
actually be atomic (e.g.,ints are not guaranteed to be aligned), and in general under this memory model
atomicity is not an inherent property of any type, not even char, unless the variable is declared inter-
locked.

P1 tells the programmer how to remove th e race.There are two ways, either of which is suff icient:

1 Use a lock: If both code fragments are protected using the sametraditional lock or protected in an
atomic { é } block, there is no race kecause of mutual exclusion.

1 Make y interlocked : If y is interlocked, then there is no race ony because it is atomically u pdatable,
and there is no race onx becausea~ b < d.

3.1.2 Masking and Object Layout

This example was supplied by Intel (see [Boehm 2006a]) Consider the following code, assuming 8-bit
charsandthatS8 s member s ar e | asothatsized(S)eodnt i guously

/[ program source
struct S{
char a;
intb : 9; /I note: bitfields
intc:7;
char d;
h
Ss;
s.b=1;

Consider the transformation that reads sin a single operation, writes only to the bits corresponding to b,
and writes s back:
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/I transformation

struct S{

char a;

intb:9;

intc:7;

char d;
¢
Ss;
char tmp[4];

memcpy( &mp[0], &s, 4 );
€ intmp, writetoonl y the bits corresponding to b &
memcpy( &s, &mpl0], 4 );

If sis not a shared object, then this transformation is legal. If sis a shared object, this transformation is
illegal by R5because it createsordinary write s to a and d that are not present in the program source. (The
creation of an ordinary write to the bits of c is valid because b and c are contiguous bitfields and are
therefore the same dject.)

3.1.3 Condition-Write
Consider the following code, where x is an ordinary shared variable and cond contains only normal (not
interlocked) memory operations:
/I program source
if( cond )
X =42;
Assuming this code contains no interlocked operations, may this be transformed as follows (e.qg., if the
compiler or profile -guided opt imizer determines that cond is expected to be true):
/ transformati on
X =42;
if( !cond )
x =0;
The answer is no. The transformation is disallowed by R5 because f cond is false we have invented a
write to x that could not occur in any sequentially consistent execution of the program code.

See also Example3.1.4

3.1.4 Write-Condition-Write
Consider the following code, where x is an ordinary shared variable and cond contains only normal (not
interlocked) memory operations :

/[ program source

x=0;

if( cond )

X =42;

Assuming this code contains no interlocked operations, may this be transformed as follo